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Spam filtering - Spamassassin and
Procmail on Redhat Linux
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yum -y install spamassassin procmail
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# [etc/procmailrc for redhat (c) 2003 Tero.Karvinen atsign iki.fi
DROPPRIVS=1

:0fw:spamassassin.lock
* < 256000
|/usr/bin/spamassassin

:0
* ~X-Spam-Status: Yes
$HOME/mail/spam

IR 3T 10 SYHIThAT IR JAB-IT § Hel BT Pl Ureal Afe STeT argd a1 fh 31y
e s " d1 /etc/procmailrc 9 S 9ad © |



amg ag $HOME/mail/spam e o1 nRa e afdeal @l fewofl a9res g dad 81 S
gqrTehar fhk $HOME/ .procmailrc &1 9anT &xd gU @B § 9al ¥ oS 9ahd & |

IR 3YS dF H H3 AR IUANTHAT & I fh 3 spamd &1 1 T &R Fad @ |

MW Y Hraa

SUIITHA! WTH R ¥ 391 Pz fa=ara fhd STHT T &R Fahd ¢ | favwa: 59 aRarei
3T § Hl &l UTA BRAT ATE, SAD] T! Dleil Gl a1 DI DIg AaTId] Tl & |

# /etc/mail/spamassassin/local.cf (c) 2003 Tero
Karvinen

# Local.cf must be world readable (chmod a+r local.cf)
# Users can override settings with

$HOME/ . spamassassin/user prefs

# required hits 5
# whitelist from *@somewhere.com

# Image link to track mail viewing - score WEB BUGS
-0.430

# Default rule is too narrow:
/<\s*img\s[">]*src[">]+\?/1i

score WEB BUGS 2.5

# HTML-only mail, with no text version - score
CTYPE JUST HTML 1.665
score CTYPE JUST HTML 3

# HTML attachment - score  CTYPE IS HTML ©
score CTYPE IS HTML 0.6

# Message includes Microsoft executable program - score
MICROSOFT EXECUTABLE 0.100
MICROSOFT EXECUTABLE 2



# Osirusoft is closed and blocks the world
score RCVD IN OSIRUSOFT COM 0.0

score X OSIRU DUL 0.0

score X OSIRU DUL FH 0.0

score X OSIRU OPEN RELAY 0.0

score X OSTIRU SPAMWARE SITE 0.0

score X OSIRU SPAM SRC 0.0
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